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DEPARTMENT OF MCA

Subject Code: MCA-VAC2202
Subject Name: CRYPTOGRAPHY AND NETWORK SECURITY
Duration: 30 Hours

OBJECTIVES:

e To understand Cryptography Theories, Algorithms and Systems.
e To understand necessary Approaches and Techniques to build protection mechanisms in

Order to secure computer networks.

MODULE- 1 INTRODUCTION

Security trends — Legal, Ethical and Professional Aspects of Security, Need for Security at Multiple
levels, Security Policies — Model of network security — Security attacks, services and mechanisms —
OSI security architecture. 6

MODULE- II SYMMETRIC KEY CRYPTOGRAPHY

SYMMETRIC KEY CIPHERS: SDES -Block cipher Principles of DES — Strength of DES —
Differential and linear cryptanalysis — Block cipher design principles — Block cipher mode of
operation — Evaluation criteria for AES. 6

MODULE- III PUBLIC KEY CRYPTOGRAPHY

ASYMMETRIC KEY CIPHERS: RSA cryptosystem — Key distribution — Key management — Diffie
Hellman key exchange. 6

MODULE- IV MESSAGE AUTHENTICATION AND INTEGRITY

Authentication requirement — Authentication function — MAC — Hash function — Security of hash
function and MAC — SHA -Digital signature and Authentication protocols. 6



MODULE- V NETWORK SECURITY

SSL - SSL Architecture, SSL Protocols, SSL Message, Secure Electronic Transaction (SET). TLS -
TLS Protocols, DTLS Protocols, PKI — Fundamentals, Standards and Applications. 6

TOTAL: 30 PERIODS
OUTCOMES:

e Understand the fundamentals of networks security, security architecture, threats

* Apply the different cryptographic operations of symmetric cryptographic algorithms
* Apply the different cryptographic operations of public key cryptography

* Apply the various Authentication schemes to simulate different applications.

e Understand various Security practices and System security standards

REFERENCES:

1. William Stallings, "‘Cryptography and Network Security — Principles and Practice”, Seventh
Edition, Pearson Education, 2017.

2. Nina Godbole, Sunit Belapure, “Cyber Security: Understanding Cybercrimes, Computer
Forensics and Legal Perspectives”, First Edition, Wiley India, 2011.
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